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Introducing Netflix
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HIZ2|A 2008 - Big Java Big Oracle

August 2008 — DB Corruption High Availability?

Big DB

NETELLY I

2008

Big Java

http://www.slideshare.net/KevinMcEntee/netflix-incloudsmarch8-2011forwiki
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Cloud Native — 7 years (2008 — 2015)

Routing / Health check

$ ‘ Micro Services

Logging
_ Data
Big Oracle
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Domain-Driven Design and ¢

BookService
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Dlomain-driven Design: Tackling Complexity in the Heart of Software [Hardcover]

Sefededers @) (12 customer reviews) [ | (15)

RRP:
Price

You Save: £16.90 (36%
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Transient Data Store

Application Application Application
Client Library Client Library Client Library
% EVCache Client % EVCache Client " EVCache Client
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L ®  _ Netflix TechBlog - Medium % Younjin

< X | @ A Medium Corporation [US]  https://medium.com/netflix-techblog v 'EE ol a fh o, I
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CATALOG INVENTORY
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Traffic Pattern Compute Resources Response Time

Traffic Instance

ms
count 1,000ms
Long
Start-up
Time
Traffic Insta;\ce ms
coun \ .
Short
Start-up 200ms
Time :
t t1 ; 7
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As you've seen from some examples, Netflix micro system looks very complicated,
but since you understand what their platform does, it's a combination of a Micro service and Platform tools.
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Netflix, is keep developing various tools to solve “their problems” based on this eco system.
However, it's not easy to build up this kind of eco system.
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Moore’s Law Computing power doubles every 18-
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NETFLIX PRINCIPAL

You Build It, You Run It
You Support It

Netflix culture made all this possible.
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2 pizza “DevOps” team

* Service-Oriented
Architecture (SOA)

* Everything gets a

Y i * Decentralized
service interface

e Primitives * Two-pizza teams
* Agility, autonomy,

accountability,
and ownership

* “Microservices”

AWS

* “DevOps”

AWS E and y
Washington, DC | June 2526, 2015

http://www.slideshare.net/AmazonWebServices/aws-codedeploy-aws-codepipeline-and-aws-codecommit-transforming-software-development



In 2012..
Implications for IT Operations

* Cloud is run by developer organization
— Product group’s "IT department’ is the AWS APl and Paa$
— CorplT handles billing and some security functions

Cloud capacity is 10x bigger than Datacenter
— Datacenter oriented IT didn’t scale up as we grew
— We moved a few people out of IT to do DevOps for our PaaS

* Traditional IT Roles and Silos are going away
— We don’t have SA, DBA, Storage, Network admins for cloud
— Developers deploy and “run what they wrote” in production

NETELIY

https://www.slideshare.net/adrianco/netflix-in-the-cloud-at-sv-forum



BUSINESS CAPABILITY TEAMS AGILE OPERATIONS SHARED SERVICES
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Product team using microservices

Product team using microservices
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Product team using microservices

DB
Admin
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)

Platform team

Admin

Net
Admin

SAN
Admin

https://www.nginx.com/blog/adopting-microservices-at-netflix-lessons-for-team-and-process-design/



Netflix PaaS Organization

Developer Org Reporting into Product Development, not ITops

Netflix Cloud Platform Team

Cloud Ops Build Tools Platform and
Reliability Architecture and Database
Engineering Automation Engineering

Cloud Cloud
Performance Solutions

‘ , Putormiin N Cpsmndn
Futare planning B ety M ey store Barchinarkiog Vignperng
XEIT Rie AM|, Rakery Pocd omanr VM GC Turing i

tfficenty .
Sy Netfils Anp Conesile Cecais Wiresharking

Entrypoints




build.gradle

apply plugin: 'nebula’

apply plugin: 'war'

apply plugin: 'netflix.ospackage-tomcat'
apply plugin: 'nebula.dependency-lock"

WN =

N
By

dependencies {
compile 'netflix:base-server:latest.release'’
compile 'javax.ws.rs:jsr3ll-api:1.1.1'
provided 'javax.servlet:javax.servlet-api:3.1.0'

C0O~JdOY WD

S O

testCompile 'junit:junit-dep:4.10'
testCompile 'org.mockito:mockito-all:1.9.5"'

}

ospackage {
requires('apache-tomcat8"')

£ Nebula 2t= Gradle £2{1¢! 7|8t 2lE =12 Ot=S0{M Aot JUELICE
St o7 |X| 20t otL |2} ESiZ0t ASS st =E &2H LRI FIHe = U

https://medium.com/netflix-techblog/how-we-build-code-at-netflix-c5d9bd727f15



Then what’s the most important thing?

The key part is “Platform™
That provides common functionality to

Every single micro-services in “easy way”.
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Externalized Config Server
Service Register & Discovery
Circuit Breaker

N x + API Gateway

» Load Balancing with IPC
D S S * Realtime Monitoring

« Zero Downtime Delivery

* Fault Injection Test
» Chaos Engineering
« Etc...

_ https://netflix.github.io/
Pivotal



1 Configuration Server - 83

Netflix Externalize Configuration — Archaius

Properties Console [_|(0][X]

I

Composite Configuration

J(_Updeee )

Runtime Configuration

app overide Application (or Service)

Persis Configuration war
e X (AppName: cherry)

1

k

WEB-INF/conf/config.properties Libraries

WEB-INFAIb/” jar files

Application Properties
Configuration

Library N Configuration

Ayoseiol

0to N jer (Nbraries)

Library X Configuration

Container Configuration

Pivotal httes://medium.com/netflix-techblog/announcing-archaius-dynamic-properties-in-the-cloud-bc8c51faf675
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Service Discovery — A{H|A SE/&HM

Netflix Service Discovery - Eureka

Pivotal

Application
Service

us-east-1c

Reglster,

Renew

Cancel

Eureka
Cllent

-

Get

Regist

Eureka Server

Get

[

=
& Maj, 8
h&\ca”%m(ne

Client

Application

Eureka
Client

us-east-1d

Eureka Server

Replicate

us-east-le

Eureka Server

Registry

-

Application
Client

Eureka
Client

|Replicate

S22 Application

N
pLe Service

Eureka
Client

http://techblog.netflix.com/2012/09/eureka.html
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Circuit Breaker - ZHof 1!

Netflix Circuit Breaker - Hystrix

circle color and size represent Eror percentage or

health and traffic volume SubscriberGetAccount - /ast 10 seconds

\ 200, 545 0% “

/\ _ Request rate
m Host: 54.0/8 ,’
, Cluster: 20,056. 0’3
2 minutes of request rate to Circuit Closed «__
show relative changes in traffic _. Hosts 370 90th  10ms = Circuit-breaker
~ Median 1ms 99th  44ms status
AManan A e an S £1me

https://medium.com/netflix-techblog/introducing-hystrix-for-resilience-engineering-13531c1ab362
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4 API Gateway — API 7|4t X| &

Netflix APl Gateway — Zuul

REST (Web, CLI, SDKs)

Zuul

Ribbon Client Eureka Client

Service registration & discovery

REST

REST
(client side load balancing)

(client side load balancing)

= L ] | Eureka Client |

| Eureka Client/'—| Ribbon Client |1

[ Eureka Client | |

Microservice C

Microservice A _ _
Microservice B

https://medium.com/netflix-techblog/announcing-zuul-edge-service-in-the-cloud-ab3af5be08ee
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APl Gateway — API 7|4t X|

Netflix Load Balancing with IPC — Ribbon

| Load balancer | '
' Service registry
[ Dynamic routing | 1
—— ’------------— "
p ---”------------ .I
APl edge service Service registry API edge service Service registry
zone A client zone B client
Movie service Review service More Movie service Review service More
client client clients client client clients

/ Y \ ; .""---._‘L T —

Movie service Movie service Movie service Movie service Movie service Review service Review service
(instance 1) (instance 2) (instance 3) (instance 4) (instance 5) (instance 1) (instance 2)
[zone A] [zone B] [zone C] [zone A] [zone B] [zone B] [zone B)

https://medium.com/netflix-techblog/announcing-ribbon-tying-the-netflix-mid-tier-services-together-a89346910a62
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5 Distributed Tracing - ZL|E{Z

Netflix Realtime Monitoring — Atlas

Netflix Atlas

* Cloud-wide and instance monitoring:

T R A I
- R )
e L e il ol
D

TRRET

e

Metrics —» Fom

AAAAA

Presentation —» ~~

re:lnvent

/ Time range

- W“.n«\—«luwn

Region

Interactive
graph

! ) Summary

o / statistics

oo .
1

.
SR i

ot

adWws

1

https://www.slideshare.net/brendangregg/how-netflix-tunes-ec2-instances-for-performance

Pivotal



6 Zero Downtime Delivery - Hi=

Netflix CI/CD — Spinnaker

deCk ~ PIPELINES o CLUSTERS LOAD BALANCERS SECURITY GROUPS PROPERTIES TASKS CONFIG

# Unpin + =  Groupby ripeline :+  Show 5 : pergroup Configure~ P Start Manual Execution

Filtered by: PIPELINE:demo©

Filters ciearau

v SEARCH ©

# Configure » Start Manual Execution

MANUAL START
v PIPELINES chrisb@netflix.com 1:1 ®

2015-11-09 21:41:16 PST 3
templation Status: RUNNING Duration: 01:13

wait forever on ¢i builds Hide Details %
[ Deploy To Prod Wait4 hours Cleanup Cld
Server Groups

cbt Bake Verify Bake

migratable

multiregion deploy Integration Tests
sandbox
Unit Tests
major parallel
minor parallel

long wait MANUAL JUDGMENT: GO/NO GO DETAILS P MANUAL JUDGMENT: GO/NO GO

demo
Step Started Duration  Status

Reorder Pigelines Manual Judgment Task Status

Manual Judgment: Ga/No Go 2015-11-09 21:42:10 PST 00:25 | rusnme |
v STATUS Instructions Verify the canary scores are correct and

you haven't received any emails or

Running
something.

Failed

Completed mm

Not Started

Canceled Source | Permalink ¢

Stopped

Pi | https://medium.com/netflix-techblog/global-continuous-delivery-with-spinnaker-2a6896c23ba7
Ivota



6 Zero Downtime Delivery - Hi=

Netflix Zero Downtime Delivery — Kayenta

Production (v1.0)

Many Servers

Router Baseline (v1.0) fnaaqsgls

Canary (v2.0)

1+ Servers

https://medium.com/netflix-techblog/automated-canary-analysis-at-netflix-with-kayenta-3260bc7acc69
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6 Zero Downtime Delivery - Hi=

Netflix Zero Downtime Delivery — Kayenta

Delivery = PIPELINES CANARY CONFIGS CANARY REPORTS
BASELINE CANARY TIME THRESHOLD
" SOURCE
exam p[e-conﬁ g m SCOPE LOCATION SCOPE LOCATION START END STEP MARGINAL  PASS Report
myapp--baseline us-east-1 myapp--canary us-east-1 2018-04-06 12:33:50 PDT 2018-04-06 14:33:50 PDT 1 min 75 95 Metrics
m SYSTEM METRICS
182
METRIC NAME RESULT
CPU [ Pass | 180
Error Requests
«q @ .
Incoming TCP Connections Q
176
Latency 50th @ -
Latency 90th @ 174
Latency 99th @ 172
Load Average
e
Outgoing TCP Connections Q
168
Successful Requests @ 12:33 pm 1:03 pm 1:33 pm 2:03 pm
[ Baseiine [____] Canary
Threads @ GRAPH: Amplitude va. Time Histogram
tcpinSegs @ NAME

Successful Requests

Pivotal



¥4 Fault Injection — 2I2|X Zof F¢

Netflix Fault Injection Test — FIT
And Automate it

Failing Subscriber

Failure Scope
API Service apply to targeted requests

Failure Metadata
aysnc update from control plane
Zuul

FIT Service
Request Context
failure details
travel with request

RPC_Ratings RPC_Playlist ( =
Hystrix Network Calls

Simulated Failures

Hystrix_GetRatings Hystrix_GetPlaylist

Ratings|Service Playlist|Service Ribhon

Injection Points

Subscriber Recommendations

Pivotal https://medium.com/netflix-techblog/fit-failure-injection-testing-35d8e2a9bb2



8 Chaos Engineering

Netflix Chaos Engineering — Simain Army

S A

3
amazon
webservices"

Pivotal https://medium.com/netflix-techblog/the-netflix-simian-army-16e57fbab116



Adopting Netflix

© Copyright 2018 Pivotal Software, Inc. All rights reserved.
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LOG
ANALYSIS

ELK STACK

MONITOR
DASHBOARD

TURBINE

~

API
GATEWAY
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SERVICE

ACCOUNT
SERVICE

NOTIFICATION
SERVICE
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CONFIG
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Architecture

lient Library I = EVCache server
- | % B¥Cache Client Memcached

Prana (Sidecar)
Monitoring & Other Processes

Eureka

(Service Discovery)

NETFLIX
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deCk 251 PIPELINES o CLUSTERS LOAD BALANCERS SECURITY GROUPS PROPERTIES TASKS CONFIG

# Unpin + |- Group by ripeline s Show 5 & pergroup Configure P Start Manual Execution
Filters ciearau

Filtered by: PIPELINE:demo©

v R o
i 1 Configure » Start Manual Execution
MANUAL START
v PIPELINES chrisb@netflix.com I:’ ®
2015-11-09 21:41:16 PST < .
templation Status; RUNNING Duration: 01:13
Hide Details X

wait forever on ¢i builds
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Minimum Viable “Cloud” Platform
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spring

Spring eco system provides a “easy way” to build Micro Services and Cloud Native Applications
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Pivotal
Cloud Foundry:

Pivotal Cloud Foundry provides the “Platform” functionality to every single micro services.
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12 Factor Application 12 Factor Operation
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Some of Our Offices
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Any Questions?
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